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Overview 

The Project aims to implement a Point Of Care - Electronic Medical Record information 

system (POC-EMR) nationwide to capture HIV patient information, support patient 

management, surveillance and M&E in Mozambique. The project is funded by U.S. President's 

Emergency Plan for AIDS Relief (PEPFAR) with the objective to deploy the system initially in 

63 Test and Start Health Facilities (2018-19) and then scaling up to 100 health facilities 

during the following year (2019-20). The POC-EMR system is a priority for the MoH and is 

included in the national plans of health sector, a specific working group was created 

including different MoH sectors, CDC and USAID, international multi and bilateral partners 

(WHO, GF, UNICEF etc.) for governance,  University of California San Francisco (UCSF) to 

support the development of the solution and UEM-Moasis/Jembi to support the 

implementation phase, both under Center for Disease Control and Prevention (CDC)’s 

Cooperative Agreements (CoAgs). The POC Project has two high level objectives: 

  1) Develop and implement the POC EMR system that supports patient monitoring and 

reporting of HIV clinical events at health facility level; 

  2) Integrate the POC EMR system in to SIS-MA and the national HMIS architecture 

During the last Architecture and Infrastructure TWG meeting, on December, 17, the MoH 

presented the proposal of architecture for POC EMR infrastructure and technology 

implementation. The present document describes this proposed infrastructure and 

technology architecture based on existing MoH requirements and the National IT 

Architecture. This document also describes the architecture needed for the POC EMR 

implementation and scale up and how the POC infrastucture and technology  architecture 

will align with the National IT Architecture standards. 
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1. MoH Proposed POC Roadmap and 

Infrastructure Architecture 

1.1 MoH Roadmap for POC Project 

 
Image 1 - EMR POC Roadmap.  Source: POC TWG 

 

1.2 MoH Proposed POC Implementation High Level Infrastructure and 

technology Architecture 

 

MoH proposed infrastructure architecture for POC-EMR System implementation (Image 2) 

is composed by two phases: 

●  Phase 1: the access to POC Software is from servers located at MoH Data Center; 

●  Phase 2: the access to POC Software is from primary servers located at each DPS Data 

Center and secondary server located at MoH Data Center; 
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Image 2 - POC-EMR System Implementation Architecture Source: Infrastructure POC TWG 

1.3 MoH Technical Considerations for POC Project 

The technical aspects provided by MoH (Image 3) to be considered in POC-EMR System 

implementation and maintenance: 

 

●  Strategic Plan: the POC Implementation plan must be aligned with DTIC and DIS 

strategic plans; 

●  Equipment: all server equipment must be installed in MoH and DPSs Data Centers; 

●  Security: physical – if necessary, grills and ropes (locks) for laptops should be 

installed; the server area (data centers) must have access restricted; logical: security 

good practices should be applied to POC Servers and client machines through policies, 

security certificates, profiles and network security devices IDS/IPS. DTIC will be 

responsible for the management of logical security in the network infrastructure and 

communications; 
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Image 3 - MoH  Technical Considerations for POC Project. Source: Infrastructure POC TWG  

  

●  Electricity/Power Supply: power supply must be ensured at the premises where the 

servers and client machines will be installed; Servers must be connected to UPSs and 

client machines should have battery unit incorporated; 

●  Networking: DTIC has an ongoing plan for implementation and expansion of MOH 

computer network. The POC implementation plan should be in accordance with DTIC 

plan and probably may also support it; 

●  Communications: MoH as Government Institution adopts the use of the 

communication platform GovNet; The communication infrastructure of the POC 

should be based on the communications made available to the MoH by the GovNET 

and managed by the DTIC. The POC information flow must be over P2P GovNet 

connections and without the use of Internet or Cloud Solutions; 

●  Interoperability: POC HIS should be interoperable with SIS-MA and other 

information systems and subsystems in use by the National Health Service; 

●  Redundancy:  Clustering and FailOver architecture within servers at the same 

Datacenter and between MoH and DPSs (in phase 2) should be used; 

●  Backups: POC must operate with regular backup policies, to tapes and disks; 

●  Technical Support: The technical staff from DTIC and DIS should be trained to 

manage and operate POC system and hardware. The expansion of POC will occur if 

the technical support led by DTIC is guaranteed; 



POC Infrastructure and Technology Architecture Proposal, January 2018 

 

●  Sustainability: All components of the infrastructure must be sustainable in the 

medium and long term for MISAU. 

2. Existing infrastructure and technology 

architecture in place 

2.1 GovNet Network 

It was difficult to find updated Information about GovNet and eGOV in a short time using 

desk review and available documentation. Therefore the team has been organizing meeting 

with INAGE (Maluana Data center) under the Institute of Information and Communication 

Technologies (INTIC) responsible for eGOV.  

Desk review result: The aim of the centre 1 is to safeguard the migration of government 

institutions systems to the data centre such the issuing of driving licenses, the National 

Institute of Land Transport database, e-CHEST, the Ministry of Industry and Commerce, land 

management, the National Directorate of Land and the Ministry of Science and Technology, 

Higher, Technical and Vocational Education. Secondly is the development of a cloud 

computing system which will allow all government institutions linked to GovNet to have a 

single space to store and manage digital documents safely. The “Cloud” is Internet data 

storage technology which works in practice like a portable virtual hard drive with access 

regardless of location or equipment. This digital platform will be installed in the data centre 

in the Manhiça, Maputo province, science park belonging to Maluana Technology, a 

government company whose mission is to store software and communication data safely. It 

offers storage capacity of 800 terabytes and forms part of the eGovernment strategy 

approved by the Council of Ministers in 2006 as a catalyst of the public sector reform. 

According to the national director of the eGovernment project (2016) the new cloud service 

will allow all state officials to use a centralized system of electronic government mail from 

October 2016. The data centre will offers conditions for safeguarding information databases, 

as well as delivering computing services for members of the public and the private sector. 

Another advantage is that the state will be able to stop investing in servers, reducing 

hardware management and system administration costs. 

This process will make the traditional file hosting paradigm redundant, replacing CDs, DVDs 

and USB devices and replacing data recovery contingency plans.  A call centre is also being 

established in Maluana for both private sector and state institutions use. 

 

 

                                                        
1 Source: Notícias, 28 June 2016 
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Visit and meeting result: GovNet is using TDM Network Infrastructure (optical fiber). The 

actual TDM coverage is said to be around 90% of the national territory. According to their 

website, the bandwidth for the province level is 20 - 40 Mbps Mbps, for the district level is 2 

- 10 Mbps and the lower levels is 4 Mbps 
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From a meeting with INAGE, it was possible to list a number of system that may be used to 

compare to POC in terms of number of users, database size, network usage. These system 

are for managing the emission of ID cards, Passports and Driver's License. Unfortunately all 

these system are implemented at the capital of provinces, but not in the districts or lower 

levels. In short, these systems are performing as expected, with minor connection 

problems, and some users of the system are using private internet providers to access the 

system, because sometimes the quality of GovNet is not good enough. 

MOH proposed architecture include cost for services and maintenance that are still 

unknown because these details are only determined by specifications.  The performance of 

the services and coverage was not described. Given the POC EMR architecture, it was 

suggested by INAGE that a hybrid approach is needed to normalize SOPs and with the 

introduction of an EMR architecture as there are risks and a phased approach is needed. 

 

2.2 MoH and SNS IT Network and Infrastructure 

 MoH has a data center in the main building, where SISMA and others servers are hosted, 

and it is expected by MoH to host POC server.  The MoH-DPC-DTIC (DTIC is the department 

in charge of IT depending directly under Permanent Secretary and not the DPC), has in the 

current strategic plan, is creating data centers at the DPS (Health Provincial Directorate) to 

host provincial local applications, mainly from health partners (the DTIC head said that 

there is at least one province with a server with OpenMRS running). 

 

At the moment the infrastructure in the MoH is composed by: 

●  server room: 

○ MOH-DPC-DTIC is creating a data center to host all health systems managed 

by MISAU. SISMA server is hosted here, and they are acquiring more server 

and planning to host more servers; 

●  connection and internet access 

○ as most government buildings, MOH is using GovNet; 

○ is also using private internet providers to guarantee better quality, for 

instance, SISMA is using TVCabo as main internet provider; 

●  dedicated HR: 

○ there’s small team composed by at most 5 people in MoH that are 

responsible for keeping and managing the systems and infrastructure; 

 

Infrastructure in  the DPS, District and HF is generally composed by: 

●  server and IT equipment: 



POC Infrastructure and Technology Architecture Proposal, January 2018 

 

○ all DPS and Districts are having basic IT equipment with production software 

installed and and access to SIS-MA and other MoH systems (eSIP, SIFo etc.), it 

is in the current Strategic Plan of MOH to create server rooms in all DPS; 

○ this process has started, and the DPS have been equipped with server racks 

○ some DPS already have servers, and at least one DPS has a server with 

OpenMRS running (this server belongs to one MoH Partner) 

○ MoH-DPC-DTIC expects that the MoH partners support the strategic plan and 

activities, by providing to the DPS some equipment for the server room and 

hosting their systems there 

○ there are no plans of creating server rooms at District Directorate and Health 

Facilities, but MoH-DPC-DTIC, is improving the network infrastructure so 

that these facilities will have access to the GovNet. Precise plans ar not 

known at the moment.  

○ At HF level the situation vary from zero infrastructure, connectivity and 

major problems in term of power, security and HR capacity to fully equipped 

and functioning local networks and infrastructure with dedicated IT and data 

clarc staff. A rapid assessment (distance) would be appropriate in the T&T 

target HF to better know the situation, support the prioritization of POC site 

implementation plans and establish some initial benchmark. According to the  

POC implementation protocol a full site readiness assessment (in situ) will be 

performed before averey installation to determine precisely the needs for 

each HF.  

●  connection and internet access 

○ The DPS are connected using GovNet. There may be cases where some 

individuals at the DPS use other internet providers. 

○ MoH-DPC-DTIC restructured the network in all DPS so that they could have a 

proper setup for the server room to host partners server and systems 

○ Most of the Districts are connected to GoVnet but facing problem of stable 

connectivity and using alternative private connections. 

○ Most of the HF are still facing major connection problems  not having GovNet 

access or to any internet provider. 

●  dedicated HR 

○ Some DPS have already one dedicated technician, that was trained for 

managing and maintaining the server room and network infrastructure down 

to District and HF 

○ MoH-DPC-DTIC has in the strategic plan the training and allocation of 

dedicated technicians for all DPS 

○ There are some dedicated staff in few Districts and HF facility depending 
from size (Central, Provincial and General Hospitals) and from the external 
support. It is not know if the MoH will allocate specialized staff in the HF.   
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3. Reviewed POC infrastructure and technology 

architecture 

3.1 Reviewed POC Implementation Architecture - Phase 1 

 
Image 6 - Reviewed POC Implementation Architecture 

 

The architecture referred to the health system and specifically to EMR-POC is organized in 5 

different layers: 

1.   Health Facility (HF) 

2.   District Administrative 

3.   Provincial Directorate of Health (DPS) 

4.  MoH (DPC/DIS-DICT)  

5.  GovNet/eGov 

The infrastructure and technology architecture including the GovNet/eGov till the District 

layers (2 to 5) is already well defined and established by the eGov authority and the MoH 

and is supported/maintained by different public and private institutions including the Global 

Fund. The POC system will be inserted inside the existing infrastructure architecture adding 
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one more layer at the Health Facility level where most of the investment of the POC project 

will concentrate. 

The POC system will work in an “online” mode inside the GovNet according to the 

connectivity, security, privacy conditions2 having the possibility initially to also work in a 

hybrid with LAN/internet if required with a minimum investment (a local low cost POC 

instance) that will be converted in normal workstation as soon as the system will be 

completely running in full online mode. GovNet connectivity to District node will be provided 

through protected channels (firewall) and different technologies according to local 

conditions (microwave towers to provide internet connectivity, cable, WI-FI, radio etc.); The 

database of each HF working in a full “online” mode will be stored and accessed in the Govnet 

data center initially in a separate mode for each HF; in Phase 2 (Integrated Architecture) 

with proper patient unique identification and interoperability conditions will be possible to 

have a unique POC database and shared record till continuity of care. 

In the case of a temporary difficulties of a full “online” mode the POC will work in a hybrid 

mode, the database will be stored locally in the HF and synchronized any time possible in the 

GovNet central server.  

 

Pilot will help clarify and determinate the appropriate local infrastructure and 

technology architecture and technology to be used to ensure efficient, secure, 

sustainable, scalable and cost effective solutions. 

 

 

Health Facility Layer: 

 

Full online mode: 

●  GovNet will  be used to access the central EMR-POC Central Database Server hosted 

at eGov Datacenter; 

●  GovNet connectivity through protected channels (firewall) and different 

technologies according to local conditions (cable, WI-FI, Microwave, radio etc.); 

●  Security and confidentiality protocols: use of VLANs at network level, Demilitarized 

Zone (DMZ), for example; 

●  GovNet connectivity to District node through protected channels (firewall) and 

different technologies according to local conditions (microwave towers to provide 

internet connectivity, cable, WI-FI, radio etc.); 

●  Local and distance IT maintenance and support for any troubleshooting; 

 

                                                        
2 Patients need to be assured that their case based data is protected, secure, and monitored via security 
protocols ensuring proper transfer and storing of  the complete records (personal ids/deidentified data) at 
differing levels.  A strong security policies need to be in place and applied. During the meetings INAGE 
recognized that this area is not jet well developed. 
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Hybrid mode: 

●  EMR-POC Local Instance functioning at the Health Facility (HF) level, in a 

distributed way through an intranet (LAN) network that allows to link different 

health unit areas; Most of the first phase POC facility target ar already having a local 

instance of OpenMRS functioning and the investment in installing a local instance 

will be limited. 

●  HF Management can access the POC Instance to get the required reports and share 

with MoH, DPSs, Districts Administrative and Donors (PEPFAR) through email or on 

paper; 

●  HF is “autonomous” and “independent” of any external network/server issue due to 

its “isolated” functioning structure; 

●  Local redundancy instance to secure continuity of access; 

●  Database local backups to redundant server; 

●  High system availability; 

●  Cost-effective and scalable strategy; 

●  Local and distance IT maintenance and support for any troubleshooting; 

●  GovNet will  be used to transfer and synchronize the EMR-POC database copy to 

EMR-POC Central Database Server hosted at eGov Datacenter; 

●  GovNet connectivity to District node through protected channels (firewall) and 

different technologies according to local conditions (microwave towers to provide 

internet connectivity, cable, WI-FI, radio etc.); 

●  Security and confidentiality protocols: use of VLANs at network level, Demilitarized 

Zone (DMZ), for example; 

 

The HF layer will require total support from the PEPFAR POC project according with the 

single local situation (readiness assessment) in term of connectivity (microwave towers or 

outer), IT equipment, site preparation, training, maintenance and follow-up. 
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Image 7 - Reviewed POC Implementation Architecture (details available in annex) 

 

District Administrative and DPS Layers: 

●  Local intranet (LAN) at district administrative offices and DPSs to have access to 

EMR-POC Central Database Server hosted at eGov datacenter; 

●  GovNet connectivity to the HF through protected channels (firewall) and different 

technologies according to local conditions (microwave towers to provide internet 

connectivity, cable, WI-FI, radio etc.); 

●  Local IT maintenance and support for any troubleshooting; 

 

 
Image 8 -Microwave transmissions system with towers (details available in annex) 

 

The DPS and District layers will require limited support from the PEPFAR POC project in 

term of equipment as most of the investment will be done by others donors. PEPFAR POC 

project will support POC HR training and follow-up.  
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MoH Layer: 

●  Local intranet (LAN) to have access to EMR-POC Central Database Server hosted at 

eGov datacenter; 

●  GovNet connectivity through protected channels (firewall); 

●  Security and Confidentiality protocols; 

●  Local IT maintenance and support for any troubleshooting; 

 

The MoH layer will require support from the PEPFAR POC project in term of equipment, HR 

training and maintenance. 

 

eGov Layer: 

Full online mode: 

●  GovNet connectivity at MoH, DPSs, District Administrative Offices and Health 

Facilities through protected channels (firewall) and different technologies according 

to local conditions (cable, WI-FI, Microwave, radio etc.); 

●  GovNet will  be used at MoH, DPSs, District Administrative Offices and Health 

Facilities to the EMR-POC Central Database Server hosted at eGov Datacenter in 

online and real time mode; 

●  Redundancy: Clustering and FailOver architecture to be performed with eGov 

infrastructure; 

●  Database Backups and disaster recovery plans; 

●  Security and confidentiality protocols; 

●  Local IT maintenance and support for any troubleshooting; 

 

Hybrid mode: 

●  EMR-POC Local Instance functioning at the Health Facility (HF) level in online and 

real time mode without the need of GovNet or any Internet Connectivity; 

●  EMR-POC Central Database Server hosted at eGov Datacenter containing all HF 

instances database copies synchronized in offline mode; 

●  GovNet used at MoH, DPSs, District Administrative Offices to access the EMR-POC 

Central Database Server hosted at eGov Datacenter in online mode; 

●  Database Backups and disaster recovery plans; 

●  Security and confidentiality protocols; 

●  Local IT maintenance and support for any troubleshooting.; 

 

The GovNet layer will require limited support by the PEPFAR POC project as most of the 

investment will be done by other donors. 
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3.2 Advantages and Disadvantages of Full Online vs Hybrid infrastructure and 

technology Architectures 

Full online mode: 

Advantages Disadvantages 

·  Data is available centrally through 
GovNET Network; 
·   Data is automatically backed up; 
·   Data is available between facilities; 
·  Immediate notifications and reporting for 
facilities that are online; 
· Significant cost reduction as no server 
necessary at facility (only access to GovNET 
required, and low spec computer with 
browser e.g. Chromebook); 
·   Immediate data synchronisation in both 
directions and between facilities – allowing 
for continuity of care and real-time 
reporting and alerting; 
·       Updates to software automatic at central 
level; 

· Requires 100% continuous connection to 
the GovNET; 
· Depends on central infrastructure – these 
need to be online 100% of time; 
· Requires high bandwidth capacity; 
· Offline solutions (local system running on 
individual computer) to be used in case of 
unavailability of GovNet, may require 
complex data synchronization mechanism 
causing integrity  issues at central database 
server; 
· Any problem at eGov or GovNet layers will 
affect the functioning of all connected health 
facilities; 
 
 
 

 

Hybrid mode: 

Advantages Disadvantages 

·  All HF Data is available centrally at eGov 
Servers through GovNET Network; 
·   Data is automatically backed up; 
·   Additional local data backups at HF; 
·   System availability is increased since local 
instance of EMR-POC system is running at 
HF; 
· Any problem at HF or eGov/GovNet layers 
will not affect the functioning of other health 
facilities; 
· Offline data synchronisation from HF to 
Central Database Server; 
· GovNET connectivity only required to 
synchronize data and access the EMR-POC 
Central Database Server by MoH, DPSs and 
Districts; 

· Semi-decentralized architecture; 
· Separate instances with HF data; 
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· Do not require high GovNET bandwidth 
capacity since local instance will be running 
in real time; 
 
 

 

 

3.3 Health Information Systems Integrated Architecture (systems and 

infrastructure) - Phase 2 

In a mature phase the POC Central Server will be integrated with others Health Information 

Systems using the OpenHIE platform. POC HIS will be fully interoperable with SIS-MA and 

other information systems and subsystems in use in the National Health Service; 

 

 
Image 9 - EMR-POC Integrated Architecture 

 
 

 

Elaborated by Jembi Health System and presented to the MoH and DC working group 

 

Annex 1: Infrastructure and technology specifications 


