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Introduction 

The main objective of this document is to present the results of the infrastructure tests carried 

out in the POC laboratory, as specified in the “EMR-POC Lab Infrastructure and Technology 

Test Protocol”. These tests the objective to verify the efficiency of the equipment that will be 

used in the scope of the POC project. 

  

According to the protocol used to guide this activity, the tests covered the following equipment 

and infrastructure in the EMR-POC lab: 

1. Computers / Workstations Performance 

2. Server Performance 

3. Local Network Performance (LAN - Intranet) 

4. Barcode Reader and Printer Performance 

5. Physical Security of the Computers 

6. Information Security at the Infrastructure level 

7. Database Backups 

8. Power Backup and Disaster Recovery Solution 

9. DB Load Testing 

  

The results are presented sequentially, presenting the mechanisms and tools used for each 

test and their references at the end. 

 

Results presentation 

  

1. Test Workstations 

This section presents the results of the performance tests performed on the laboratory 

computers, whose characteristics are: 

●        Brand Name: Lenovo 

●        Operating system: Windows 7 (x86_64) 

●        Processor: Core i5 (4 cores) 

●        RAM: 4GB 

●        Hard Drive: 500GB 

  

1.1 Tools 

PassMark BurninTest and Intel Extreme Tuning Utility (XTU) tools have been used to 

automate testing and produce results quickly and easily. 

 

1.1.1 PassMark BurninTest 

PassMark BurnInTest is a software tool that allows all major subsystems of a computer to be 

tested simultaneously for strength, reliability and stability. It is intended to reveal any problems 

or defects within a system, operating it under the most severe and extreme working conditions 

(stress). 

  

BurnInTest tests CPUs, hard drives, SSDs, RAM, optical drives (CD, DVD and Blu-ray), sound 

cards, graphics cards (GPGPU, Video RAM, 2D graphics, 3D graphics and video playback), 

network and printers. In the Pro version, more test options are available. 
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For component stress, this tool uses complex mathematical and physical functions and 

complex instructions specific to the components to be tested.  

  

1.1.2 Intel Extreme Tuning Utility (XTU) 

The Intel Extreme Tuning Utility (XTU) is a Windows-based program that is mainly used as a 

way to overclock and improve the performance of a system. Intel XTU offers options for 

modifying metrics such as core voltage, and CPU speed multiplier. 

The XTU can be used to stress computer components such as RAM, CPU and Graphics, but 

it does so in a limited way, without allowing adjustment of parameters for the tests, therefore 

never stressing the computer to the maximum. For this reason it was not used for this purpose. 

  

This tool was used to monitor the behavior of computer components during the execution of 

the tests, as it provides detailed information about each component that we were interested in 

testing. 

 

1.2 Tests performed 

The CPU, RAM memory, HDD (I / O), 2D graphics and network were tested as specified in 

the POC test protocol (attached). 

  

BurnInTest allowed separate tests to be performed for each component as well as 

simultaneous, reducing test time. For the PC all components were tested simultaneously and 

separately with 100% use for all selected components for 15 minutes, and the results are 

presented generically and separately for some individual analyzes. 
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The BurnInTest shows at the end of each test the number of operations performed during 

stress for each component and through a Benchmark that is compared to other similar 

computers says that this is at the level of others through the Passed flag. In the case of this 

test all components have passed, which means that all components have withstood stress 

and no damage. 

  

The following image, taken from the XTU, shows the state of the computer during the stress 

of all components intended for testing. During this test the computer becomes almost 

unusable and it is not possible to use the POC in the browser. 

 

 
 

During stress, the disk that writes on average 120MB / s was able to write at the maximum 

speed of 5.2MB / s, showing a huge drop in performance. This is a behavior that occurs with 

all components. During stress, the number of operations is much lower than normal, with a 

drop of up to 95%. 

The individual test results will then be displayed for each of the components provided in more 

detail. 

1.2.1 CPU Test 

Individually tested with gradual use from the use of 50% to 100%, the PC functioned properly 

without failures or delays. The efficient distribution of load across the 4 cores during processing 

was noted. 
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The frequency of the PC according to the manufacturer's specifications is 2.00 GHz, but with 

stress it has been found that it can exceed and reach a frequency of 2.85GHz.               

It can be noted here the efficiency of the computer and the ability to function properly for a 

long time with high level of stress in the CPU. 

1.2.2 Virtual Memory (RAM) Test 

When turning on the computer, with the basic programs initialized by the operating system in 

the background plus the chrome running the POC, the memory usage level is 1.85GB, and 

the maximum memory available is 3.89GB. The performance here is good. 

Using BurnInTest to generate load it was possible to know the maximum amount of load that 

can be increased to use the PC without considerable loss of performance. The tests showed 

that the use of RAM without loss of performance can not pass to 85%, equivalent to 3.3GB . 

The use of larger quantity causes slowness in the computer, consequently in the rendering of 

POC pages in chrome because the response time is longer. 

1.2.3 HDD Test 

For hard disk stress, the parameter used in addition to the 100% disk stress level was the file 

size that should be handled for writing and reading during stress, which is represented by the 

percentage of the disk. 

The sizes used were from 1% of the hard disk up to 15% which is the maximum allowed by 

BurnInTest. The results for the numbers in this range were similar, the number of operations 

and the writing rate was on average 120MB / s. 

With these results it can be said that  hard disk stress alone does not generate PC slowness 

and does not considerably affect the I / O process in terms of speed. 

1.2.4 Network Test 

The test was done for the Wireless card of the computer using loopback, that is, doing the test 

of sending and receiving data to the own computer to see the performance of the wireless 

card 

during the test. The following table shows the results obtained using response time metrics, 

number of packets, and bytes sent. 

 

 

Average Delay  0.66 ms 

Maximum Delay 0.98 ms 

Transmission rate. 8.0 pkt/s 

Bytes sent 576000 

Bytes/s 640 

Packets sent/received  7200/7200 

Errors 0 
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The results obtained are considered optimal for the computer, that is, the best in terms of 

performance because the test only involved the computer itself. Another test in a network will 

generate different results and worse performance because it will have the complexity of the 

network in which it is inserted, depending on its speed and availability. 

 

1.3 Workstations test summary 

The load tests made it possible to see how the PC behaves in situations of excessive use of 

its main components in terms of performance. From where it was possible to verify its 

resilience in relation to the stress , mainly in cases of CPU stress that do not affect 

considerably the performance even in very prolonged periods because the PC manages to 

make a good distribution of the load in its 4 cores. 

  

The component that was shown to reduce performance during stress was the RAM, which 

when occupied up to 85% does not compromise performance, but above that the 

performance drop is high, causing the freezing for a long time, making it almost impossible 

to use the PC. 

The disk can under stress maintain a high writing speed, around 120MB / s when only the 

disk is stressed, but with the stress of other components, especially of RAM the writing 

speed reduces to an average of 5.2MB / s. 

It should be noted that the stress of the disk does not affect considerably the performance of 

the PC. 

It can be concluded that the PC is able to withstand a high volume of load that stresses its 

different components simultaneously efficiently. It is thus suitable for prolonged and intense 

use. 

  

2. Server Testing 

This section presents the results of the server performance tests that will be used to install 

the POC-EMR system, which is a system based on web technologies . This server will be 

used in the pilot phase locally in the Health Unit. 

The characteristics of the server tested are: 

●        Brand: HP 

●        Operating system: Ubuntu 14.04 

●        Processor: Core i5 (4 cores) 

●        RAM: 8GB 

●        Hard Drive: 500GB 

 

2.1 Tools 

The Stress-ng and Htop tools were used to test server performance and monitor performance 

graphically, respectively. 

  

2.1.1 Stress-ng 

Stress-ng is a tool used to perform load tests on a server, generating load for different levels: 

CPU, RAM, Hard Disk, virtual memory, network, etc. This tool is an improvement of the stress 

tool that is also used to make load tests, but with less functionality than its new version. 
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Stress-ng provides a set of complex functions "stressors" server groups (stressors). It allows 

to carry out our own tests, passing the parameters that indicate the components that we want 

to test, next to the load that we want to assign to each of them. 

  

It is possible with this tool to also know the temperature of the computer after a certain period 

of stress, which can help determine the need to create a cooling system for the computer. 

  

The stress-ng shows the stress results in the form of rate that is expressed by the number 

of transactions/seconds, called bogos . 

  

The command below was run on the server for installation of the stress-ng tool. 

 

2.1.2 Htop 

This tool was used to monitor the server in real time during the execution of the tests. Htop 

runs on the command line, but with a graphical result that facilitates readability, showing the 

processing and working state of the kernels in real time: the amount of tasks being 

performed, server load and uptime. 

 

The command below was run on the server for htop tool installation. 

 
$ sudo apt-get install htop 

 

2.2 Performed Tests 

The CPU, RAM memory and HDD (I / O) were tested, as specified in the POC test protocol. 

 

2.2.1 CPU Test 

This test was intended to determine the behavior of the server in case the CPU is subjected 

to a high level of processing load, and see how much this affects server performance. 

 

The following command was run on the server to measure CPU performance: 
$ stress-ng --cpu N  --timeout 1h --metrics-brief 

Translating, the command initializes N stressors to the CPU for 1 hour, and in the end prints 

the bogos summary and execution time of the command. 

 

The CPU tests were done gradually, from 1 CPU stressor to the 1024 stressors to be run all 

at once with an average load of 999.0 for 1 hour. The server has run smoothly and without 

delays. 

 

It can be observed in following figure that even if one tries to stress a CPU core, the CPU 

intelligently manages this stress by distributing the load across all available cores efficiently 

without compromising its performance . 
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From figure 2 it can be noticed that the number of bogos remains almost constant with increase 

of the amount of stressors, being that in 1 hour the average number of bogos per second was 

of 130. 

 

 
 

Based on the results of the tests the CPU can be said that the server is able to withstand high 

levels of stress on the CPU for long periods of time without affecting its performance and 

without compromising the information being processed. 

2.2.1 Memory Test (RAM) 

This test aims to evaluate the behavior of the server in case it is submitted to a high level of 

load/stress to the RAM, and to evaluate how much this affects the performance of the server. 

 

Command 
$ stress-ng --vm N --vm-bytes 1G --metrics-brief --timeout 1h 

 

Translating, the command initializes N stressors to RAM with 1GB of memory each for 1h and 

in the end prints the bogos summary and execution time of the command. 

 

The server responds normally without affecting the performance until the N = 6. From the 7GB 

it is noticed a significant reduction in the performance in the server, but it still responds to basic 

commands of the operating system in the terminal (listing and navigation directories, file 

editing, etc.). From the 8GB that corresponds to the maximum capacity of the server, it gets 

too slow to freeze most of the time of the test. 

 

 
Figura 3 

 

After a few minutes the server recovers and begins responding to certain basic commands, 

but processing continues to be slow and difficult to use. 

 

From the results obtained in this test it can be stated that the server is efficient until the use of 

the RAM in 75% (6GB). Above this there is a significant drop in performance and from the use 

of maximum capacity the server freezes during most of the stress, relieving itself in some 

moments and responding to some commands, however, the use of the server at this time is 

almost impossible . 
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2.2.2 HDD Test 

The purpose of this test is to know how the server behaves if it is subjected to a high level of 

load on the HDD's operations: reading, writing and removing files. 

Command 
$ stress-ng --hdd N  --timeout 1h --metrics-brief 

 

Translating, in stress of the HDD stress-ng initializes N stressors that make readings, writes 

and continuous removals in the HDD during 1h. 

 

 
Figura 4 

 

The server is able to do in this period about 15,126 transactions per second without 

considerable degradation of performance using up to 9 stressors. From 10 stressors the server 

starts getting slow and functioning improperly for other features even not using the maximum 

CPU and RAM. 

 
 

The time set for stress does not significantly influence the number of transactions per 

second. 

The conclusion from this test is that performing a high volume of concurrent I/O operations on 

the HDD does not make much of the CPU and RAM, but leaves the server very slow and does 

not allow its use during the stress period . 

2.3 Conclusions About Server Testing 

The load tests performed allowed us to see how the server behaves in situations of excessive 

use of its main components in terms of performance. From where it was possible to verify its 

resilience to the stress, mainly in cases of CPU stress that do not affect considerably the 

performance even in very prolonged periods, because the server manages to make a good 

distribution of the load in its 4 cores. 

 

The components that showed performance drop during stress were RAM and HDD in different 

ways. RAM when occupied up to 75% does not compromise performance, but above that the 

performance drop is high, causing the freeze for a long time, but with some intervals when the 

server recovers and responds to instructions, but even so it is almost impossible use the 

server. 

The hard drive allows a high volume of I/O transactions per second, around 15,126 without 

significantly degrading performance, which is adequate to host a highly transactional system. 
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It should be noted that a higher workload reduces server performance even though it does not 

strain memory and CPU. 

 

It can be concluded that the server is capable of supporting a high volume of load that 

stimulates the components simultaneously efficiently. Thus, it is suitable for hosting highly 

transactional systems. 

3. LAN Test (Intranet)  
The test of the local network (Intranet) had as objective to know the rate of transfer of data 

between the computers and the server in the network of the laboratory. 

 

3.1 NetStress Tool 

To test the performance of the data network in the laboratory, the Netstress tool was used, 

which is a tool used to test the performance of a computer network. It generates traffic in the 

network in order to know the data transfer rate between the computers in the network and 

shows the variation of the transfer rate in real time, next to the average rate. 

 

3.2 Tests performed and Conclusion 

 

The following image shows netstress running on the test of communication between a 

computer and the server. 

 
 

The result obtained showed that the average transfer rate is 3400KBps. The maximum transfer 

rate recorded was approximately 5000KBps. 

4. Bar Code Reader and Printer Testing 

Code Reader Testing The EMR-POC lab is equipped with barcode readers at all workstations, 

since at various times in the patient care flow it may be necessary to use a barcode reader, 

for example , to read the patient code (NUID) placed in the patients' process, thus facilitating 

reading and searching in the POC system. 

 

4.1 Bar Code Reader  
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4.1.1 Methodology 

In order to evaluate the performance of the existing barcode reader, 100 codes previously 

printed and used for reading were used, measuring the time it takes to decipher the code in 

the POC System, and recording the errors, if any. 

 

4.1.2 Results 

Of the 100 readings performed 94 (94%) were possible in 1s of time, the remaining 6 (6%) 

taking about 3s. Thus the average bar code reading time is 1.12s. It should be noted that, at 

the correct distance, none of the measurements had an error, and it was possible to perform 

all 100 readings successfully. However, the distance between the reader and barcode should 

be minimal (about 1cm). 

 

4.2 Printer 

4.2.1 Methodology 

To evaluate the performance of the laserjet printer installed in the laboratory, approximately 

50 prints were made from the POC system, measuring and recording the printing time, as well 

as errors, if any. 

 

4.2.2 Results 

The results obtained are presented in the table below. Of the 50 prints made, all of them were 

successfully made, with an average print time of 1.89 seconds. 

 

  Time 

(s) 

Err   Time Err   Time Err   Time Err   Time Err 

1 1,6s No 11 1,8s No 21 1,7s No 31 1,5s No 41 1,9s No 

2 1,7s No 12 2,1s No 22 2,1s No 32 2,1s No 42 1,5s No 

3 1,8s No 13 2,0s No 23 2,0s No 33 1,7s No 43 2,0s No 

4 1,7s No 14 4,2s No 24 1,8s No 34 3.5s No 44 1,8s No 

5 1,6s No 15 1,7s No 25 2,1s No 35 1,7s No 45 1,5s No 

6 1,7s No 16 1,7s No 26 1,7s No 36 2,2s No 46 1,7s No 

7 1,7s No 17 2,2s No 27 2,1s No 37 1,8s No 47 2,2s No 

8 2,2s No 18 1,7s No 28 1,8s No 38 1,7s No 48 1,7s No 
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9 1,9s No 19 1,7s No 29 1,5s No 39 1,5s No 49 1,7s No 

10 1,7s No 20 1,8s No 30 1,7s No 40 2,0s No 50 1,8s No 

 

 

5. Physical Computer Security Verification 

The purpose of this test was only to verify that all equipment has the devices (padlocks) for 

equipment safety and to ensure that they do not allow the equipment to be removed. 

 

5.1 Results 

All equipment installed in the laboratory is fixed in the office with its own "padlocks", which 

makes it difficult to remove them. Other methods or techniques may be used however were 

not implemented in the EMR-POC laboratory. 

There was also a need to develop a US-level security plan for the installation of POC 

infrastructure. This plan or protocol does not yet exist. 

6. Verification of Information Security at the Infrastructure level 

As stated in the test protocol, the purpose of this test was to verify that infrastructure-related 

aspects are properly configured and installed thereby preventing any unauthorized access to 

confidential information (patient data) from the POC System. 

The following settings should be checked: 

a. Encrypted server disk; 

b. Password when starting or restarting the server; 

c. Password when starting or restarting computers; 

d. Password to access the server disk; 

e. Password to access the computer's disk; 

 

6.1 Results 

None of the settings so listed were verified on the computers or on the server. Thus, the results 

obtained were unsatisfactory. 

Thus, there is a need to develop a security plan or protocol for the infrastructure and 

information contained therein, so as to clearly define the requirements and procedures (in 

case of theft). 

7. Database Backup Test 

The purpose of this test was to estimate the time required to back up the EMR-POC system 

database. To do this, it was necessary to install on the server a "real" US database with about 

5,000 HIV patients, and to back up to an external hard drive and a disaster recovery site, 

measuring and recording the time of execution. 

 

1. Estimate time to perform POC-EMR database backups: 
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The database containing a sample of existing retrospective OpenMRS data functioning 

in a 

health facility with at least 5.000 HIV patients will be copied to external drive at least 

5 times to estimate the time required for backup operation. 

Similar operation will be performed to copy the database to the disaster recovery site 

and 

estimate the time and test the operation. 

  

7.1 Results 

Since it was not possible to obtain a copy of the database with about 5,000 patients, as 

stipulated in the protocol, a database of daods containing only 500 patients was tested for 

backup, which could significantly influence the results of the required performance. 

 

The following command was executed to back up (dump) the database installed on the EMR-

POC lab server. 

 

Dump 
mysqldump --hex-blob --routines --triggers -uroot -p --databases openmrs > 

poc_dump.sql 

 

The average duration of the backup operation was only 1s. 

 

The following command was executed to do the database restore: 

 

Undump 
command: source poc_dump.sql 

 

The average duration of the restore operation was of 2min30s. 

 

In short, it can be said that the time for backup is much lower compared to restore, because 

the restore with only 500 records took 2: 30s. A database with many more records (which is 

expected) could take much more time to back up and restore. 

8. Power Backup and Disaster Recovery Test 

According to the test protocol, the purpose of this test was to verify in the event of a power 

failure if the UPSs placed for each computer in the EMR-POC laboratory start up, making the 

autonomy time measurement. In addition to the autonomy of the UPSs, it was also intended 

to check in the case of server failure, the startup and operation of the recovery server, 

recording the time measurements necessary for the normal operation of the system after the 

failure. 

 

8.1 Results 

Power backup tests (UPSs) followed this steps: 

a. Connect the UPS to the power outlet until the batteries are fully charged; 

b. Check that the power cable from the computer to the UPS is properly connected; 
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c. Turn on the computer and disconnect the cable from the UPS connected to the 

electrical outlet and note the time that we unplugged the UPS from the electrical outlet. 

This way the computer is only being powered by the UPS battery power. 

d. Use the computer at this time during which it is being powered by the UPS, so that it 

does not go into sleep or standby mode because you should be consuming power at 

its maximum. 

e. After a period of time, UPS will signal that its batteries are discharged, about 60 

seconds later the UPS loses its power and turns itself off, and at the same time, we 

record the time the UPS disconnects at the same time with the computer. 

 

The results obtained for the performance of the UPSs were as follows: 

 

By disconnecting the UPS cable from the power outlet at 12:23 the UPS was feeding 1 

computer until 1:05 p.m., thus achieving a 42min runtime. 

Note that the test was performed only for 1 UPS and 1 computer. However, as the existing 

UPSs in the laboratory have 4 outputs that can be used to power 4 computers, the uptime is 

reduced to 10min. 

Therefore it is recommended to use a UPS for each computer, thus obtaining better autonomy 

results. 

 

In relation to the Disaster Recovery tests it was not possible to perform due to lack of 

conditions since at the time of the tests it was not possible to have a recovery server and to 

simulate a failure of the main server to verify the recovery process of the operating system as 

provided in the test protocol. 

It is recommended to create such conditions so that the specified tests can be performed. 

 

9. Database Stress Test 

This test was aimed at verifying the performance of the database on the POC server, which is 

MySQL, in case of stress caused by the high demand of the requests, and which are the best 

configurations for the optimized use to achieve the best performance. 

For this purpose the Sysbench tool was used, not HammerDB indicated in the Test Protocol, 

since Sysbench enabled better results through an easier process than HammerDB. 

 

9.1 Sysbench 

Sysbench is a tool used to run stresses on MySQL database and clusters. According to the 

MySQL website, this tool simulates in a database transactions with registration, status, 

payment, stock order management, among others. Transactions are composed of write and 

read operations. This tool can be installed in Linux, Windows and Solaris environments. In this 

case, the server works with the Ubuntu Operating System, which is a Linux environment. 

 

The following command is used to install the Sysbench tool on the POC server: 

 

 

command: sudo apt-get install sysbench 

 

9.2 Results 
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To test MySQL performance, a "test" database was first created that would be used for testing, 

running the following command to create 10 million records. 

 

comando: sysbench --test=oltp --oltp-table-size=1000000 --db-

driver=mysql --mysql-db=test --mysql-user=root --mysql-password=password 

prepare 

 

The test was done with different timings and thread numbers, which directly influence 

performance. The MySQL site states that the optimal number of threads is between 24 and 

36, with 36 being best for optimum performance, with some exceptions. 

 

It was found that the higher the number of threads configured in the database, the better the 

performance, with consequent greater number of transactions and deadlocks. The runtime did 

not significantly influence the number of transactions per minute / second. 

 

Comando: sysbench --test=oltp --oltp-table-size=1000000 --db-

driver=mysql --mysql-db=test --mysql-user=root --mysql-password=password 

--max-time=300 --max-requests=0 --num-threads=24 run 

 

The following are the test results with 24,34,36 and 40 threads. 

 

 

Test WITH 24 threads 

 

 

The number of transactions over 5 minutes is 46148, with 153/s, with 12 deadlocks. 

 

Test with 34 threads  
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The number of transactions over 5 minutes is 58016, with 193 / s, with 17 deadlocks. 

 

Test with 36 threads 

 

The number of transactions carried out over 5 minutes is 61741, with 205/s, with 11 deadlocks. 

 

Test with 40 Threads 

 

 

The number of transactions carried out over 5 minutes is 65616, with 218 / s, with 19 

deadlocks. 
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Observations: 

The tests show that the higher the number of threads configured the greater the number of 

queries, transactions (and transactions/s), as can be seen in the summary table: 

 

Nr. Threads Nr. transaction Nr. Transaction/s Deadlocks 

24 46148 153 12 

34 58016 193 17 

36 61741 205 11 

40 65616 218 19 

 

It is important to note that in general, the higher the number of threads, the greater is the 

number of deadlocks, which can compromise the operation of the database in a real system 

when there is deadlock in operations / resources of great importance to the system. Therefore, 

the number of deadlocks is a factor to consider when configuring threads. 

The tests prove the recommendation of the MySQL site regarding the number of threads to 

use, which is 36, because it can have a high number of transactions with the lowest of 

deadlocks registered. 
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